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FRAUD: 
Internal Controls and 
Fraud Risk Management
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Definition

Fraud is any intentional act or omission designed to deceive 
others and resulting in the victim suffering a loss and/or 

perpetrator achieving a gain.
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WHY THE FOCUS ON FRAUD?

“At any given moment,
there is a certain
percentage of the
population that’s up to
no good.”
J. Edgar Hoover

Old Saying –

10% will never steal

10% will steal at any opportunity

80% will go either way
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FRAUD BY ORGANIZATION
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Fraud Facts

Organizations worldwide lose about

5% of top-line revenue
to organizational fraud.
• The consistency
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Fraudster Profile

55.7% 44.3%
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Fraudster Profile

Born:  1971 – 1980

Age:            36 – 45    

39.4%
of Cases

Accounting  |  Tax Consulting  |  Business Advisory |  Payroll Services  |  Quality Control Services  |  Wealth Management  | Technology

Fraudster Profile

$197,000
$105,000 $100,000

$850,000

$45,000
$150,000

$234,000

16.6%
14.9%

12.4%
10.9%

9.0%
7.7%

4.5%

$0

$200,000

$400,000

$600,000

$800,000

$1,000,000

0.0%
2.0%
4.0%
6.0%
8.0%

10.0%
12.0%
14.0%
16.0%
18.0%

PERPETRATOR, DEPARTMENT, FREQUENCY AND MEDIAN LOSS 

Median Loss Percent of Cases
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Most Common Fraud - Frequency

Source ACFE 2018 Report to Nations

2018

2016

2014
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Most Common Fraud – Median Loss

Source ACFE 2018 Report to Nations

2018

2016

2014
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Common Fraud Schemes

Asset Misappropriation
• Cash Theft, Skimming, Credits to Accounts Receivable
• Inventory Use, Selling Personally
• Fraudulent Disbursements – Billing, Payroll, Expense 

Reimbursement, Check Tampering, Credit Cards
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Common Fraud Schemes

• Corruption
• Conflicts of Interest – Relatives
• Bribery and Incentives
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Group Activity 1
1. Has fraud occurred at your county?
2. In your opinion, could fraud occur within the clerk of courts?
3. If the above is yes, how could it?
4. If the above is no, why could it not occur?

Accounting  |  Tax Consulting  |  Business Advisory |  Payroll Services  |  Quality Control Services  |  Wealth Management  | Technology

Auditors – What is their role?
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Auditors

Are the responsible for catching all fraud?

NO

On average, less than 7-10% of frauds that occur are discovered 
by the auditors!
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HOW
IS
FRAUD
DETECTED
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Auditors – What we might do!

• Understand transaction cycles/ processes (controls)
• Observe actual processes
• Count cash
• Perform fraud interview questions 
• Perform additional audit procedures
• Make internal control process recommendations 
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Fraud – Uncovered!

• State DOR – Not Wisconsin

• Unemployment scheme – disgruntled employees

• City of X – Dog tags

• Village of X – park reservations 

Accounting  |  Tax Consulting  |  Business Advisory |  Payroll Services  |  Quality Control Services  |  Wealth Management  | Technology

Personality of a fraudster 
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Fraudster

• Who here knows what some signs or red flags of a fraudster 
are? 
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Group Activity 2
1. What are some red flags that someone might be committing fraud?
2. What red flags or actions have you seen at your municipality?
3. What actions were taken to investigate the activity?
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Red Flags – more obvious signs

• Personal life changes (divorce, death, loss)
• Living outside of their means
• Gambling habits 
• Debt troubles/ Bankruptcy 
• Disgruntled employee – “I’m worth so much more”
• Drugs

These items create “pressure or motivation” when we consider 
the fraud triangle!
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Red Flags – less obvious signs

• Controlling personality 
• Nervous
• Resistant to change
• Anti-Social 
• Never takes vacation
• Manipulative
• Overly nice 
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Control Environment 

Tone at the Top!
• County Board and Department Leaders
• Responsible for oversight
• Establish structure, policies, responsibility
• Enforces accountability 
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Risk Assessment 

• What are our areas on concern?
• What is being done currently?
• What should we do? 
• How do we fix it?

Risk versus reward/effort

Accounting  |  Tax Consulting  |  Business Advisory |  Payroll Services  |  Quality Control Services  |  Wealth Management  | Technology

Control Activities

• Develop control objectives for issues identified in the risk 
assessment

• How does technology assist with this?
• Develop policies
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Information and Communication

• How are we going to communicate this?
• Who is going to communicate this?
• Is this for internal or external purposes?
• Is training needed?
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Monitoring Activities 

• Review policies that were implemented
• Discuss processes 
• Solicit feedback
• Make needed changes

Often, this is not done! 
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What are internal controls?  
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Governments are 
different… right?
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Overview of Internal Controls

• Definition:
• AICPA SAS 115
• Internal control is a process – effected by those charged with governance, 

management, and other personnel – designed to provide reasonable assurance 
about the achievement of an entity’s objectives with regard to:

• Reliability of Financial Reporting
• Effectiveness and Efficiency of Operations, and
• Compliance with Applicable Laws and Regulations

• Through years of research and refinement, the accounting profession today 
relies on the Internal Control—Integrated Framework (ICIF) of the 
Committee of Sponsoring Organizations of the Treadway Commission 
(COSO) as the gold standard for processes that promote the quality of 
decision-critical information. 
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Internal Controls Over Transaction Classes

The main transaction classes or categories can be defined simply as:

Cash and Receipts
Disbursements
Payroll
Maintenance of Capital Assets
Compliance with Laws and Regulations
Grant Compliance 
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Internal Control - Environment

• Definition – Management’s attitudes, awareness, and actions 
concerning the importance of a control framework.

• The environment “sets the tone.”
• Influences the control consciousness of all of the organization’s people.
• Serves as the foundation for all internal control components, providing 

components, discipline, and structure.
• Even if you have great policies in place, without the proper “tone at the top” 

from management and the board, these policies will be worthless.
• Everyone has policies!
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Internal Control – Process vs. Procedures

• Internal control is not a list of rules or “boxes to check off”
• Responsibility of the whole organization.
• Preventative, detective, and corrective controls.
• Key controls
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Controls Over Financial Reporting

• Preventative
• Aimed at avoiding occurrence of misstatements in the financial statements, or fraud.

• Segregation of duties
• Detective

• Designed to discover misstatements after they have occurred
• Bank reconciliations

• Corrective
• Needed to remedy situations uncovered by detective controls
• Backups

• Controls overlap
• Some controls function together
• Redundant – address same control objective 
• Compensating – reduces risk existing weakness will result in a misstatement

• Where your board could help
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Two Person 
Office
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Three Person 
Office
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Four Person 
Office
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Example: Cash Controls

• Account for all cash transactions accurately so that correct 
information is available regarding cash flows and balances.

• Make certain that enough cash is available to pay bills as they come 
due.

• Avoid holding too much idle cash because excess cash could be 
invested to generate income, such as interest.

• Prevent loss of cash due to theft or fraud.
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Group Activity 3
1. Review the Cash Control objectives on the previous slide. 
2. Get in a group and pick someone who’s organization will be used as 

the focus for controls.
3. Ask that person to describe the control structure (or possibly lack 

thereof) in place currently for cash handling and other cash 
controls.

4. Deliver to the group; pick one person to report out:
1. Come up with a total of three (3) recommendations for the focus 

organization to change/implement to improve their internal controls.
2. Tell the group what type of control each improvement aligns with:

preventative, detective, or corrective. 
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Example

PREVENTATIVEBank statements reconciled on a timely basis

DETECTIVEBank reconciliations reviewed by superior

CORRECTIVEReceipts noted as missing when reconciling 
credit card bank account
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Helping the Board Understand 
Fraud Risk Management

• Board oversight

• Role of the board, audit committee and 
senior management in developing a fraud 
risk management program

• Establish a formal fraud control 
policy/strategy

• Effective functioning of an Inter-
departmental team (an internal audit 
framework if possible).
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Board oversight of fraud risk management
1. What is the current environment?

• Review and assess risks of fraud by department on an annual basis.

2.  What is the board’s role and responsibility?
• Tone at the top
• Are fraud prevention and detection policies in place and regularly 

communicated to employees?
• Is there a whistleblower mechanism in place?
• How well are internal controls operating?  Finance Department 

performing regular reviews.
• Do you have a plan in place in case you need to investigate?
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Governing Board’s Role

• Appoint someone that is in charge of risk management (a champion).
• Set up a whistleblower system or some way for employees to report abuse 

anonymously.
• Perform a comprehensive fraud risk assessment with management.
• Set up a set of protocols; what happens when someone does report 

something?
• Use data analytics when it’s possible.  Management provides data, which can 

be comparable and the board should ask questions.
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Things to Avoid

• Lack of clearly defined roles and responsibilities for each team member.
• Clear descriptions of each employee’s job is necessary

• Deficiency in knowledge sharing amongst team members.
• A positive working environment is essential so that team members can communicate 

effectively
• Lack of regular training for team members on specific risks, such as those 

arising from changes in the environment (new technology, etc.,)
• Regular training and updates for employees is important

• “We trust our people…”
• Fraud mitigation and risk assessment should build stronger trust because it means a 

board is also working to protect the employees from unfortunate events occurring.
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So you found FRAUD…..
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Group Activity 4
In your group, read the scenarios below and discuss 
what your next steps are.
Things to consider:
1. Is it fraud?
2. What should I do?
3. Who do I talk to?
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Scenario 1

After returning from vacation, you noticed a significant amount 
of refunds were completed and approved by your manager.  
Refunds are not typical within your organization.  You dig into 
refunds and see if was initiated by your manager and approved 
by your manager.  You also notice that the cash deposited that 
week was significantly less than normal.  Your policy states that 
all refunds need to be approved by the manager.

What is your next step. 
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Scenario 2

You are new to your position.  After 4 weeks you realize that your 
coworker (who trained you) and your boss are very particular 
about how things are done.  That week you took in over $5,000 in 
cash.  Your co-worker and manager happen to be sick on a Friday 
and the finance department comes to pick up the weekly cash.  
You notice there is only $2,000 to be accounted for.

What is your next step.
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Scenario 3

One day your boss comes to you to ask you to post a transaction.  
There isn’t any support for it and you notice that you are debiting 
cash.  You feel uncomfortable with this and ask your boss.  Their 
response is, please just do what I asked you to do, I’m the one 
responsible for it.

What are your next steps?  
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What do I do?

• KEEP CALM
• Gather as much evidence as possible
• Confidentiality 
• Determine a plan!
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What do I do?

• ALWAYS reach out to the appropriate level
• NEVER confront the individual(s)
• Act normal – don’t tip them off
• Document what you have noticed
• Do you have a tip line?
• Be honest 
• Consider when to communicate to your employees
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Questions?
David Minch, Partner

David.Minch@kerberrose.com

Amber Tigert, Senior Auditor
Amber.Tigert@kerberrose.com
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