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What is YOUR Guiding Light? 

The Lighthouse with no Light? 

Or, the Shipwreck?

Photo: Billy Morehead – Dakar, Senegal, West Africa, 2001
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Internal control is a process –
effected by those charged with 
governance, management, and 
other personnel – designed to 
provide reasonable assurance 
about the achievement of 
entity’s objectives with regard 
to:

Reliability of financial 
reporting

Effectiveness and efficiency of 
operations, and

Compliance with applicable 
laws and regulations

Source: COSO 3

Photo: Billy Morehead – Guam, 2022
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The Relationships Between the ICIF, ERMIF

and Contextual Business Model

Source: COSO, Protiviti, & 

IMA (DeLoach & Thomson) 

– Improving Organizational 

Performance & Governance 
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2014 COSO CUBE

Achieving IC Objectives



4/29/2025

4

Oversight Body

Components & Principles of IC



4/29/2025

5

Components & Principles of IC

Control Environment
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Control Environment

Control Environment

It is the foundation for effective internal 

control, providing discipline and structure.

The control environment sets the tone of an 

organization influencing the control 

consciousness of its people.

12
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Management’s Philosophy and 

Operating Style

Management philosophy is the set of shared 
beliefs and attitudes characterizing how the 
agency handles everything it does, from 
developing and implementing strategy to day-
to-day activities.  This philosophy reflects the 
agency’s values, influencing its culture and 
operating style, and affects how well fiscal 
programs can implement, maintain, and 
enforce control.

13

MAAPP Manual Section 30

Management’s Philosophy and 

Operating Style

Management philosophy appears in 
policy statements, oral and written 
communications, and decision-making.  
Management reinforces the philosophy 
more with everyday actions than with its 
words.

14

MAAPP Manual Section 30
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Risk Assessment

Risk Assessment
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Risk Assessment

Assessing the risks facing the 

entity as it seeks to achieve its 
objectives. 

Provides the basis for developing 
appropriate risk responses.

Risk – What Is It?

▪ Anything bad that might 
happen and prevent us 
from achieving our 
objectives.

▪ Why should you care?

Because every manager is a risk 

manager.

18
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Ongoing Comprehensive Fraud Risk 

Management Process

COSO/ACFE: Fraud Risk Management Guide Executive Summary – September 2016

Possible Responses to Risk

▪ 1. Avoid it.

▪ 2. Live with it.

▪ 3. Share it (or transfer it 
to someone else).

▪ 4. Attempt to manage it.

20
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Control Activities

Control Activities
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Control Activities

The actions management 
establish through policies and 

procedures to achieve objectives 
and respond to risks in the 

internal control system, including 
the entity’s information systems.

Examples: Common Categories of Control Activities

▪ Top-level reviews of actual performance

▪ Reviews by management at the functional or 
activity level

▪ Management of human capital

▪ Controls over information processing

▪ Physical control over vulnerable assets

▪ Establishment and review of performance 
measures and indicators
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Examples: Common Categories of Control Activities

▪ Segregation of duties

▪ Proper execution of transactions

▪ Accurate and timely recording of 
transactions

▪ Access restrictions to and accountability for 
resources and records

▪ Appropriate documentation of transactions 
and internal control

IT Control Activities
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Information & Communication

Information & Communication
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Information & Communication

The quality information 
management and personnel 

communicate and use to 
support the internal control 

system.

Appropriate Methods of Communication

▪ Audience

▪ Nature of Information

▪ Availability

▪ Cost

▪ Legal or regulatory requirements

▪ Completeness

▪ Accuracy

▪ Validity
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What Makes Communicating Work?

Knowing the difference between 
Spaghetti and Waffles…

31
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Communication Strategies& 
Modalities: Know Your Targets

Multiple Modalities & Generational Challenges in 2025:
Live and In-Person (F2F)

Video (Zoom, Teams, etc.)

Phone Call

Email

Message (text, WhatsApp, FB Messenger, LinkedIn, Slack, others)

People often use the WRONG modality:

Breaking up or delivering bad news by text

Using Zoom or Teams when F2F is better?

Texting or messaging stakeholders when a phone call is best?

33

Monitoring



4/29/2025

18

Monitoring

Monitoring

Activities management 
establishes and operates to 

assess the quality 
performance over time and 

promptly resolve the finding of 
audits and other reviews.
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Monitoring Activities

▪ Establishment of a baseline

▪ IC system monitoring

▪ Reporting of issues

▪ Evaluation of issues & results

▪ Corrective actions

Internal Control Is

MANAGEMENT’S 

Responsibility;

Affected by those in Governance;

and, 

ONLY provides 

REASONABLE ASSURANCE

38
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Limitations of Internal Control

▪ Not a cure all

▪ Suitability of objectives used in establishing 
IC system

▪ Cannot ensure entity’s success or survival

▪ Cannot ensure entity will achieve operation, 
financial reporting, and compliance objectives

▪ Effectiveness limited by human judgment, 
hasty & faulty decision making

▪ External events beyond entity’s control

39

▪ System can breakdown due to 
misunderstandings, mistakes in judgment, or 
errors committed due to carelessness, 
distraction, or fatigue

▪ Only as effective as the people who are 
responsible for its functioning

▪ Collusion can result in control failure

▪ Limited resources (cost/benefit)

▪ excessive control is costly & counterproductive

▪ too little control presents undue risk to entity

40
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Evaluating Controls is

Not a One Time Thing

Processes change, positions are 
not replaced, budget reductions, 
new threats emerge…

41

Appendix One

• The 5 components of IC must be 
effectively designed, implemented, & 
operating together in an integrated 
manner, for an IC system to be 
effective.

• The 17 principles of IC must be in place.

• Documentation of the IC system is a 
must based on size & complexity of 
entity.
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Appendix Three - Additional Resources

• Fraud Resources: 
• GAO Fraud Risk Framework

• GAO Antifraud Resource

• OMB Circular A-123

• Improper Payment Resources:
• GAO Improper Payments Framework

• OMB Memo M-21-19, Transmittal of Appendix C to OMB Circular A-123

• Improper Payments & Fraud: How They Are Related But Different

• GAO Improper Payments Topic Page

• Official PaymentAccuracy Website

• Information Security Resources
• National Institute of Standards & Technology Guidance

• GAO Cybersecurity Topic Page

• GAO Science & Technology Topic Page

• OMB Circular A-130, Managing Information as a Strategic Resource
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Six Pieces of Timeless Advice 

from the CFO to the Auditor
Look for and report on the notable performance 
measures, efficiencies, and revenue/resource 
outcomes.
Re-examine materiality concerning the entity.
Maintain a flexible audit schedule around the scope 
and mission of the entity, division, and department.
In entities under new management, keep focused 
on improvements moving the entity forward, not on 
former management and their years of past errors.
Let the new management have a honeymoon 
period, and provide constructive feedback rather 
than a “gotcha” attitude; 
Remember that the reality of an audit is not always 
grounded in a book of theory.

45

Shine Bright – Flame Tree – Guam

46

Photo: Billy Morehead – Guam
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Billy’s Rules to Live By… 

• Integrity is Job One!

• Public Service is its Own 

Reward

• Take Time to Think

• Focus on Results, not Ideology

• Beware of the Status Quo

• Prepare for the “Ugly”

Mississippi Delta – 100% Complete Project

Photo by Billy Morehead, November 2017

48



4/29/2025

25

Mississippi Delta – 100% Complete Project

Photo by Billy Morehead, November 2017
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2024 Report To The Nations
(conducted and published by the ACFE)

Source: 2024 RTTN - ACFE 50
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2024 Report To The Nations
(conducted and published by the ACFE)

Source: 2024 RTTN - ACFE 51

2024 Report To The Nations
(conducted and published by the ACFE)

2024 Report To The Nations
(conducted and published by the ACFE)

Source: 2024 RTTN - ACFE 52

2024 Report To The Nations
(conducted and published by the ACFE)
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2024 Report To The Nations
(conducted and published by the ACFE)

Source: 2024 RTTN - ACFE 53

2024 Report To The Nations
(conducted and published by the ACFE)

2024 Report To 

The Nations
(conducted and published by the ACFE)

Source: 2024 RTTN - ACFE 54
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2024 Report To The Nations
(conducted and published by the ACFE)

Source: 2024 RTTN - ACFE 55

2024 Report To The Nations
(conducted and published by the ACFE)

QR Frauds on the Rise
https://www.instagram.com/reel/DCUqs9uRmNO/?igsh=b3E0cmsxb2l4YjMz

56

https://www.instagram.com/reel/DCUqs9uRmNO/?igsh=b3E0cmsxb2l4YjMz
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Mississippi Delta & Delta State University
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Mississippi Delta & Delta State University

58
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Mississippi Delta & Delta State University
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Mississippi Delta & Delta State University
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Mississippi Delta & Delta State University
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Mississippi Delta & Delta State University

62
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FaceBook, Twitter, Instagram, or 

Snapchat, TikTok Test?

What would happen if your story, 
image, or video went viral?

https://www.instagram.com/reel/DC9Wkg1Rw92/?i
gsh=MW1rMWRoMXRpdzM1aw==

https://www.instagram.com/reel/DDhbjeeROGB/?ig
sh=NGpwNzEzeGI3bHp6

https://www.instagram.com/reel/DDvAeqSBGlT/?ig
sh=MWplZDZ3YmdhdjIxcw==

63
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Billy’s Rules to Live By…

• Lead

• Don’t Manage

• Be Candid

• Be “Strong and Courageous” 

• Balance “fear” and “faith”

https://www.instagram.com/reel/DC9Wkg1Rw92/?igsh=MW1rMWRoMXRpdzM1aw==
https://www.instagram.com/reel/DDhbjeeROGB/?igsh=NGpwNzEzeGI3bHp6
https://www.instagram.com/reel/DDvAeqSBGlT/?igsh=MWplZDZ3YmdhdjIxcw==
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Billy’s Rules to Live By…

• KNOW your gifts

• FOCUS on your gifts

• USE your gifts

• IMPROVE your gifts

• DON’T covet other’s gifts

66

“Be enthusiastic as a leader.

You cannot light a fire with

a wet match.” Anonymous 
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Billy’s Rules to Live By…

• Take Risks (Have Courage; Cultivate Change)

• Lead by Being Led

• A Good Leader is Decisive

• Leaders do not create followers …

they create more leaders

• Communicate!!!

Billy’s Rules to Live By…

• Select the Right People

• Empower Your Associates

• TEAMWORK

• Build Consensus (Persuade rather than coerce)

• Keep an Open Mind (& Open Door)

• Leaders put others first; 

themselves second

• Share the Spotlight (say “Please” & “Thank You”)
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• Be Consistent

• Stay Balanced (family, life, 

diet, & exercise)

• “Phone” a FRIEND

• Follow YOUR Dreams

• Say Thank You!

Billy’s Rules to Live By…

70

Scars in Heaven:
If I’d only known the last time was the last time…

https://www.youtube.com/watch?v=BCc7TCmKcwQ

https://www.youtube.com/watch?v=BCc7TCmKcwQ
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I Hope You Dance!

Photo: Billy Morehead – Chioggia, Italy

Photo: Park Neff 

Venice, Italy, 2015

https://www.youtube.com/watch?v=Mwn7cEb5ub4
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I Hope YOU Dance!

https://www.youtube.com/watch?v=Mwn7cEb5ub4
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Contact Information

Billy Morehead, Ph.D., CGFM, CPA, CPM

Professor of  Accountancy

Mississippi College

P. O. Box 4014

Clinton, MS 39058

Phone: 601-925-7742

Email: morehead@mc.edu

Questions?

Photo: Billy Morehead – Mississippi Delta


